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Agenda

Who is this For? —=DON FOIA professionals & supporters

New DON FOIA instruction (SECNAVINST 5720.42G)—
What’s in it for you (slide 3)

Training—It’s required & How to get it (siide 4)

OCIO—Under Secretary = DON CIO (slide 6)

FOIAonline—The “Cloud” & the Perfect Storm (slides 7-16)

Practice tips—Response Ietter, use Comments, post
(Slides 17-18)

FOIA websites—Get forms, reports, news (slide 19)
Difficult requesters—Call me (siide 20)
Questions? (slide 21)



New FOIA instructions

(d SECNAVINST 5720.42G, signed Jan 15, 2019:
» FOIA integral to DON mission
» All CO’s bear primary responsibility for FOIA compliance
» Ramifying roles & responsibilities defined
» Annual inspections
» FOIlAonline use mandatory
» Response letter must mention Public Liaison & OGIS

» Other topics: DCRIT (a.k.a., CISI), classified material, websites, PAO,
release authority, IDA’s, RSC’s . . ..

» Shorter (35 pages)—Avoids overlap with DoD instructions
v’ See also FOIA websites

(] DoD instructions
— 32 CFR 286
— DoDM 5400.07 (replaces DoD 5400.7-R)




Training—Law & Practice

J Required annually, but Free & much available online!

v Department of Justice (Do)):

= On-line course:
https://jkodirect.jten.mil/html/COl.xhtml?course prefix=D0OJ&course

number=-US001

= Classes in Washington, D.C.: https://www.justice.gov/oip/training
¢ Intro to FOIA—May 21, 2019

¢ Advanced FOIA—April 16-17, June 11-12, July 23-24

v Department of Defense (DoD) FOIA/Privacy Act workshops:
= March 26-28, 2019, MacDill AFB, FL.
= August 6-8, 2019, Scott AFB, IL

v' Public Liaison (contact me)


https://jkodirect.jten.mil/html/COI.xhtml?course_prefix=DOJ&course_number=-US001
https://www.justice.gov/oip/training

Training—FOIlAonline

JFOIAonline—

» Request dates for FOlIAonline teleconference
(contact me)

»Training videos at
https://www.foiaonline.gov/foiaonline/action/pub
lic/resources



https://www.foiaonline.gov/foiaonline/action/public/resources

DON CIO now OCIO

christopher.a.julka@navy.mil
(703) 697-0031

OCIO: Office of Chief Information Officer

* DON CIO = Under Secretary of the Navy

e Smaller


mailto:christopher.a.julka@navy.mil

FOIAonline: Cloud migration

* Moved to “Cloud” on July 9, 2018

 “Cloud” =servers of AWS (Amazon Web Services)
» New design
» New features (e.g., library)
» Greater reliability
» Less cost



FOIAonline: Perfect storm

e Windows 10—Adobe Acrobat Pro
e CACrenewal

 Adobe Acrobat Pro—NAVSUP computers not
on NMCI



FOIAonline—Help Desk Tickets in FY 18

e e el el
Categories er
18 255 221 265 247 368 299 346 278

3 1277 1162 1012

18 3 6 9 9 16 16 12 7 76 69 43
Maintenance

249 229 187 221 209 305 214 534 506 1105 1346 882
Issues

56 49 30 40 36 57 55 57 61 74 80 66

38 38 34 63 69 83 73 88 66 118 149 101
Inquiries

56 25 48 25 26 105 105 164 175 86 198 65
Issues

19 34 15 19 17 19 19 24 18 35 22 12
Issues

)
Suggestions

m 2 5 2 2 3 4 5 9 2 7 7 7

756 638 543 644 616 957 786 1234 1113 2778 3058 2202

Note:

Oct — April = 705 average number of total monthly tickets
May -- June = 1,175 ave. (prior to deployment requiring reports to be request)
July — Sept = 2,680 ave. post deployment



Ticket Breakout Helpdesk Ticket Percent of Backlog
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FOIAonline—Cloud Migration

| Agency | _Oct| Nov| Dec| Jan| Feb| Mar| April| May| June| July| August| __Sep]
218 322 282

CBP 233 198 138 198 329 330 748 989 720

DLA 7 2 7 4 2 5 4 17 16 37 47 23
43 39 29 32 30 36 27 73 75 9% 149 80
10 5 4 4 3 7 4 13 8 40 35 20
m 49 14 13 14 13 21 20 46 25 79 56 55
m 27 14 12 16 16 18 18 25 20 27 36 49
m 141 129 107 138 97 207 145 289 262 624 726 439
14 17 7 16 16 22 10 11 23 59 79 25
_ 1 0 1 4 2 3 1 0 3 4 5
m 14 5 11 6 7 20 25 68 59 35
m 1 2 1 10 7 7 10
m 8 3 8 3 6 9 6 21 9
_ 48 45 55 54 41 75 54 101 110 175 231 158
_ 14 17 8 9 7 10 5 19 7 39 38 25
1 15 11 5 7 5 18 22 13 26 11
| PBGC| 0 0 0 3 6 3 5 20 10 25 28 13
m 16 12 15 17 17 24 14 25 13 23 10 12
m 15 24 25 17 11 20 24 32 17 77 86 53
_ 1 3 2 1 1 0 0 3 3 1 4 3
m 123 95 91 94 115 157 154 184 128 630 425 457
756 638 543 644 616 957 786 1234 1113 2778 3058 2202



FOIAonline—Cloud migration

*My top problems:
1. Setting up accounts
2. Invisible requests & appeals
3. Closing requests—Invisible dispositions



FOIAonline—Cloud migration

(1Breach

»CNN learned that FOlAonline exposed exposed
descriptions & justifications

» Effect on DON: 34 justifications for fee
waivers/justifications, only PIl = requester’s
address

» OCIO/EPA handling cleanup



FOIAOnline--Cloud Migration Tix

Current Escalated ticket count, total and by priority:

 Total—384

* Critical — 36

e High-71

* Medium-170
* Low-107

Examples of cases by rating category:

e Critical — Agency user stated account email is incorrect and is unable to
receive system generated emails

* High — Agency user gets the error because the case is missing requestor
info.

* Medium — Interim release issues and closer issues.
* Low — Public user notifications (low because there is a work around)



Annual Report—Don’t give up the
| ship!

e EPA “confident”

* Use FOlAonline, then it’s up to
FOIAonline

15



FOIAonline update:
New Help Desk

 Email: foiaonlinehelp@sysaidit.com
* Phone: 844-238-7744

* New hours of operation: 8:00 — 6:00 pm ET
(M-F, excluding federal holidays)
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Practice tips

v'Standard response letter—advise of right to
contact Public Liaison (me) and OGIS

v ' Use “comments” in FOlAonline to build a
record

v’ Post responses—A way to awards &
recognition



Practice tip—Post

*Now covered by Annual Report
d How: Use FOIAonline & websites (e.g., “Hot topics”)
d Requests with posted records increasing:

FY 18—9,302
FY 17—8,469
FY 16—3,505

d Reluctance:
— Fed wide
— Security concerns—Mosaic theory
— Penalty for mistakes



FOIA websites

(1 DON (Overall)—http://www.doncio.navy.mil
" Cyberspace Central for all DON FOIA issues:
= Policy (more up to date than instruction)
= Hot topics
= Annual Reports
" Training
» Navy—http://www.secnav.navy.mil/foia/

» Marine Corps—
https://www.hgmc.marines.mil/Agencies/USMC-
FOIA/

19



Difficult requesters

* Be professional
* Don’t have to submit to abuse

e Public Liaison: Direct mediation & Assistance
(contact me at christopher.a.julka@navy.mil,
703-697-0031)
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Questions???

Christopher Julka
FOIA Policy Lead/Public Liaison
Department of the Navy (Navy & Marine Corps)
christopher.a.julka@navy.mil
(703) 697-0031
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